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Message Text 


SECRET 

PAGE 01 STATE 223697 

62 

ORIGIN SS-25 

INFO OCT-01 ISO-OO SSO-OO NSCE-00 /026 R 

DRAFTED BY OES/APT/SEP:WFDECLERCQ:DBU 
APPROVED BY OES/APT:OHGANLEY 
EUR/EE:ISILINS (DRAFT) 

INR/RPS : EFITZGERALD (INFO) 

C : JMONTGOMER Y (INFO) 

S/S: RGAMBLE 
DESIRED DISTRIBUTION 
CIA, INR/RPS 

048171 

O 092226Z SEP 76 

FM SECSTATE WASHDC 

TO AMEMBASSY BUCHAREST IMMEDIATE 

SECRET STATE 223697 

EXDIS 

E.O. 11652:XGDS 2 AND 3 
TAGS: TSPA, ACOM, PFOR, RO 

SUBJECT: VIP TELECOMMUNICATIONS EQUIPMENT 
REF: BUCHAREST 5157 

1 . WE APPLAUD EMBASSY'S INITIATIVE IN EXPRESSING TO GOR 

OUR CONSTERNATION REGARDING GOR'S DIRECT APPROACH TO BOEING 
REPRESENTATIVE. WE SINCERELY HOPE THAT ADEQUATE COORDINA- 
TION WILL BE ESTABLISHED IMMEDIATELY BETWEEN CIVILIAN AND 
MILITARY BRANCHES OF GOR. E WERE UNDER THE IMPRESSION 
THAT SPATARU HAD BEEN DESIGNATED TO BE THE OVERALL COOR 
DINATOR FOR THIS PROJECT; PERHAPS THAT IS NO LONGER THE 
CASE. WE URGE THAT EMBASSY CONTINUE TO STRESS TO GOR THE 
IMPORTANCE OF USING THE INFORMATION CHANNEL ;E HAVE SET UP 
DURING THE PAST YEAR. 

SECRET 

SECRET 

PAGE 02 STATE 223697 

2. WE HOPE THAT GOR'S TALKS WITH EHRENWALD HAVE NOT JEOPAR- 
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DIZED CONFIDENTIALITY OF GOR'S REQUEST. EMBASSY SHOULD 
REQUEST EHRENWALD TO HAVE HIS HOME OFFICE IN US CONTACT 
GANLEY, WHO IS APPROPRIATE OFFICIAL IN DEPARTMENT COOR- 
DINATING THIS PROJECT. WE WOULD PREFER TO HAVE BOEING 
INFORM EHRENWALD HOW TO PROCEED WITH BID PREPARATION, 

AFTER COMPANY'S DISCUSSION WITH GANLEY. REFTEL IMPLIES 

THAT EHRENWALD IS AWARE THAT THIS TRANSACTION IS SUBJECT 
TO EXPORT, MUNITIONS AND COCOM CONTROLS. KISSINGER 


SECRET 
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Message Attributes 


Automatic Decaptioning: Z 

Capture Date: 01 JAN 1994 

Channel Indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: TELECOMMUNICATION, EQUIPMENT 

Control Number: n/a 

Copy: SINGLE 

Draft Date: 09 SEP 1976 

Decaption Date: 28 MAY 2004 

Decaption Note: 25 YEAR REVIEW 

Disposition Action: RELEASED 

Disposition Approved on Date: 

Disposition Authority: izenbeiO 
Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 28 MAY 2004 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1976STATE223697 
Document Source: CORE 
Document Unique ID: 00 
Drafter: WFDECLERCQ:DBU 
Enclosure: n/a 
Executive Order: X2 AND 3 
Errors: N/A 

Film Number: D760341-0605 
From: STATE 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1976/newtext/t19760976/aaaacmyy.tel 

Line Count: 70 

Locator: TEXT ON-LINE, ON MICROFILM 
Office: ORIGIN SS 
Original Classification: SECRET 
Original Handling Restrictions: EXDIS 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: SECRET 
Previous Handling Restrictions: EXDIS 
Reference: 76 BUCHAREST 5157 
Review Action: RELEASED, APPROVED 
Review Authority: izenbeiO 
Review Comment: n/a 
Review Content Flags: 

Review Date: 18 MAR 2004 
Review Event: 

Review Exemptions: n/a 

Review History: RELEASED <18 MAR 2004 by GarlanWA>; APPROVED <01 SEP 2004 by izenbei0> 

Review Markings: 

Margaret P. Grafeld 
Declassified/Released 
US Department of State 
EO Systematic Review 
04 MAY 2006 


Review Media Identifier: 

Review Referrals: n/a 
Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
Secure: OPEN 
Status: NATIVE 

Subject: VIP TELECOMMUNICATIONS EQUIPMENT 
TAGS: TSPA, ACOM, PFOR, RO, US 
To: BUCHAREST 
Type: TE 
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